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CRE ROLE in SUCCESS

- WP3 - especially the development of Next Generation Smart Meter for Trials (NORM)

- WP4 - Securing Smart Infrastructure

- WP5 - Demonstrating secure solutions for Smart Metering.
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Romania trial deals with networks with renewables penetration: 

Task leader: ELECTRICA

Partner:  CRE

Support: EXIMPROD (advanced phase for being project partner)

NORM development – an evolved Smart meter concept for the future

Task leader: CRE

Partners:  RWTH, SYNELIXIS, TEAMWARE, ENGINEERING, ERICSSON
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Redundancy at NORM level:
Frequency from meter (each 1 second)

Frequency from PMU (each 1 second)

Redundancy at local grid level:

Grid frequency from NORM_1

……

Grid frequency from NORM_n

Redundancy at national and 

Pan-European level:

Frequencies from regional/national grid 1

……

Frequencies from regional/national grid n

Data security assessment on each level, using frequency as real-time “marker”

Checking consistency at each grid level (using redundancies):
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SUCCESS - Romanian Trial,  NORM deployment

All 7 x NORM metering points have been deployed in networks with renewables:

- One metering point in Sibiu / Balea Lac region (Hydro)

- One metering point in Sibiu / Talmaciu region (PV)

- Two metering points in Buzau / Stalpu region (PV plants)

- Two metering points in Ploiesti region (microgrids with PV production)

- One metering point in Pliesti / Busteni region (microgrid with Hydro production)
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7 metering points in networks with renewables
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Redundancy at NORM level:
Frequency from meter (second based)

Frequency from PMU (second based)

Meter

PMU

Data consistency

It is the first time 

that Smart Meter 

measurements 

are paired with 

PMU, in real-time 

– each 1 second, 

based on NORM 

architecture

Real measurements in Romanian trial
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Nearly perfect match

Redundancy at local grid level:
Grid frequency from NORM_1

……

Grid frequency from NORM_n

Cross-network

frequency match
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Redundancy at grid level:
Grid frequency from NORM_1 - PMU

……

Grid frequency from NORM_n - PMU

Frequency conformity check at CI-SOC

Normal pattern
Concern: cyber threat ? 

Decalibration, 

Microgrid, 

Cyberthreat
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Frequency [Hz]

Measurements:

- PV in Romania

- Hydroplant in Romania

- MV distribution grid in Terni / Italy

Pan-European consistency checks

Redundancy at national and Pan-European level:

Frequencies from regional/national grid 1

……

Frequencies from regional/national grid n
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Different security related measures are applied:

Data integrity check: Performed by SMM, PMU, SMG

Detecting tampering at device level

Communications spoofing / data altering 

Security Agent and CI-SOC recognizing bad traffic 

High level encryption: PUF technologies
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Questions ?

Dr. Mihai PAUN

Vice-President

Romanian Energy Center


